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MARI NE CORPS ORDER 3430. 8

From Commandant of the Marine Corps
To: Di stribution List

Subj:  POLICY FOR | NFORVATI ON OPERATI ONS

Ref: (a) DODDir S 3600.1 (NOTAL)
(b) CJCSI 3210.01 (NOTAL)
(c) MO 3430. 5A

Encl: (1) Information Operations (10 Responsibilities

1. Purpose. To provide policy, guidance and organizati onal
rel ati onships for Information Operations (10).

2. Backgr ound

a. Reference (a) promul gated Departnent of Defense policy on
IO It provides the definition of 10, presents broad guidelines
for its enploynent, and assigns specific responsibilities to the
Secretaries of the Mlitary Departnents.

b. Reference (b) delineates the Joint Staff policy on
Information Warfare (I'W and suggests methods for the CINCs to
plan for and enploy IWcapabilities within their Areas of
Responsibility.

c. Reference (c) is the policy for Command and Control Warfare
(C2W, a mlitary application of W wthin the Marine Corps,
and delineates responsibilities for the coordination of CW
activities.

3. Definitions. The follow ng term nology fromreferences (a)
and (b) applies.

a. Information System The entire infrastructure,
organi zati on, personnel, and conponents that collect, process,
store, transmt, display, dissem nate and act on infornmation.

Dl STRI BUTI ON STATEMENT A:  Approved for public rel ease;
distribution is unlinited.
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b. Information Superiority. The capability to collect,
process, and di ssemi nate an uninterrupted flow of infornmation
whil e exploiting or denying an adversary's ability to do the
sane.

c. Information Operations (10 . Actions taken to affect
adversary information and i nformati on systens while defending
one’s own infornmation and infornmation systens.

d. Information Warfare (IW. 10 conducted during tinme of
crisis or conflict to achieve or pronote specific objectives
over a specific adversary or adversaries.

e. Information Assurance (1A). 10 that protect and defend
i nformati on and i nformati on systens by ensuring their
availability, integrity, authentication, confidentiality, and
non-repudi ation. This includes providing for restoration of
i nformati on systens by incorporating protection, detection, and
reaction capabilities.

f. Conmmand and Control Warfare (C2W. The integrated use of
Operations Security (OPSEC), MIlitary Deception, Psychol ogica
Operations (PSYOP), Electronic Warfare (EW and Physica
Destruction, nutually supported by intelligence, to deny
i nformation to, influence, degrade or destroy adversary Conmand
and Control (C2) capabilities, while protecting friendly
capabilities against such actions.

4, Di scussi on

a. As defined in paragraph 3c, 10is both offensive and
defensive. It focuses on the vulnerabilities and opportunities
presented by the increasing dependence of nmilitary units and
societies on information and information systens.

b. The tinely flow of accurate information is critical to the
formul ati on of national strategy and for the effective generation
and application of combat power. 10 both mani pul ates and protects
stored information, information transfer |inks, information
gat hering and processi ng nodes, and the human interaction with
i nformati on systens.

c. At the strategic level, 10 seeks to affect hostile
i nformati on systenms to pre-enpt or cease an adversary’s actions
that threaten U S. national security interests. The ability to
i nfluence the perceptions and deci sion-nmaki ng of others directly
affects the effectiveness of deterrence, power projection and
other strategic concepts.
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d. If carefully conceived, coordinated and executed, IO can
assist in deterrence, diffusing crises, reducing the period of
confrontation, and enhancing the inpact of diplomatic, econonic
and nmilitary efforts. Although Marine Air G ound Task Forces
(MAGTF) may not typically receive direction to carry out 10 at
the strategic level, it is necessary that we understand the
i nplications of strategic IO

e. At the tactical and operational levels, IOtargets the
i nformati on- dependent processes, whether human or automat ed.
The Marine Corps will focus its 1O efforts at these levels --
during the crisis or conflict phase through the enpl oynent of
IW IA and C2W MAGIF staffs will plan and inplenent |WQC2W
actions and coordi nate external |WC2W acti ons inmpacti ng MAGTF
operations.

f. Potential adversaries can rapidly exploit information and
i nformati on systemtechnol ogi es such as tel ecomunications,
aut onat ed data processing, renote sensors, and other related
systens.

g. The availability and relative | ow cost of advanced
technol ogies in today’s markets increases the |ikelihood that
our adversaries will enploy them They can apply these
technol ogi es to advanced command and control systens; conponents
of advanced weapons systens; or enhance existing information
systens.

h. National -level infrastructures (econom c, industrial and
transportati on systenms) are those that support our national and
mlitary warfighting objectives. They are increasingly nore
dependent on automated control and information systens for their
operation and, therefore, are lucrative IO targets.

i. 10O applies across the range of military operations and at
every level of conflict. Information Assurance (1A), the
continuous | O defensive activities in both peace and conflict,
is an inherent part of force protection.

5. Policy

a. The objective of the Marine Corps IO programis to provide
the MAGTF with the capabilities necessary to conduct effective
IO Specifically:

(1) The Conmmandant of the Marine Corps, through the Deputy
Chief of Staff for Plans, Policies and Operations will provide
overall 10 policy and gui dance.
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(2) The Commandi ng General, Marine Corps Conbat Devel opnent
Command will develop |1 O concepts, doctrine, requirenents, training
and educati on.

(3) Conmander, Marine Corps Systenms Command will devel op
field, and provide for nmintenance and nmai nt enance training of
| O equi pnent.

(4) Conmmanders will incorporate 10 capabilities into
operational plans, and conduct training to ensure IO tactica
and procedural expertise.

b. The G3 or S-3 shall coordinate all 10 planning and

execution with the Joint Task Force 10O planning cell, higher and
adj acent planning cells, and other warfare and battl espace
functional areas. They shall integrate into the maneuver

war fare and conbined arms strategies identified by the MAGIF
commander to support CJTF objectives.

c. The primary focus of USMC offensive 10O actions are C2
targets in the effort to achi eve operational objectives.
However, there must remmin an awareness that capabilities exist
outside of the strict IWand C2Wdefinitions which will assist
MAGTFs in mission acconplishment. These capabilities nmust be
taken into account, requested from hi gher authorities, and
pl anned for in all operations.

d. Marine Corps protects information, information systens, and
i nformati on-based processes relative to the value of the data
they contain, and the risks associated with their conpronise or
| oss of access. Some exanples of disciplines integral to I A
success are:
(1) Information Security
(2) Cryptography
(3) Operations Security
(4) Counterintelligence
(5) Physical security

(6) Hardening of comunications sites

(7) Network security/System adm ni stration



e. | A expands the preceding areas to include neasures and
capabilities to detect and nonitor attacks or intrusions and
provi de a response and restoral process. The response process
i nvol ves deternmining actors and their notives, establishing
cause and conplicity, and may invol ve action(s) agai nst
per petrators.

f. Training personnel in the concepts of IOis vital to
enhancing the effectiveness of 10 prograns. Ensuring that
personnel appreciate the vulnerabilities of their infornation
systenms and the opportunities found in adversary systens is
critical to the success of IO

g. 1O offers a range of capabilities that will becone
i ncreasingly inmportant as technol ogy advances, and as both we
and our adversaries beconme nore dependent on information
systems. It will not, however, conmpletely replace tinme-tested
operational techniques. 10O enployment can shape perceptions
and increase confusion of the adversary while providing nore
efficient and effective use of our resources to achieve our
operational objectives.

6. Action. See the enclosure.

7. Reserve Applicability. This order is applicable to the
Mari ne Corps Reserve

Assi st ant Conmandant
of the Marine Corps
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| NFORMATI ON OPERATI ONS (1 O) RESPONSI BI LI TI ES

1. Headquarters Marine Corps (HQWC)

a. The Deputy Chief of Staff for Plans, Policies and Operations (DU S
PP&O) provides overall 10 policy and gui dance. The DC/' S PP&O:

(1) Acts as the Marine Corps point of contact to the Ofice of the
Secretary of Defense (0OSD), Joint Chiefs of Staff, Joint Command and Contro
Warfare Center, other Services,and other agencies regarding 10 policy matters.

(2) Exercises principal staff cognizance over matters pertaining
to Marine Corps 10 policy.

(3) Coordinates with other staff agencies to support 10 actions.

(4) Monitors and reviews Marine Corps policies, prograns,
doctrine, mssions and concepts of enploynent; makes reconmendations for
change when appropri ate.

(5) Coordi nates the assignnent of personnel to serve as nenbers
or observers of comm ssions, boards, advisory groups, comittees and worKking
groups external to the Marine Corps which require Marine Corps representation
on |O matters.

(6) Participates with the Services, OSD, other agencies and
private industry involving the exchange of information pursuant to inproving
Marine Corps 10 capabilities.

(7) Participates in the formulation, review and eval uati on of
joint/allied 10 actions and pl ans.

(8) Establishes Marine Corps 10 objectives, policies and
procedures consistent with DOD and Joint policies and directives.

(9) Establishes guidelines for the integration of 10into comnbined
arnms and maneuver warfare strategies of Marine Air Ground Task Forces (MAGTF).

(10) Monitors the operational enploynent of 10 systens.
Coordi nates the suitability and changes to tactics for 10 systens.

ENCLOSURE ( 1)
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(11) Serves as the principal staff agency on the Joint Warfare
Capability Assessnent (JWCA) for Information Operations and coordi nates Mari ne
Corps involvenent in the | O JWCA process.

(12) Chairs the Marine Corps’ | O Wrking G oup.
(13) Participates in the budget review for all 10O related systens.

(14) Acts as the MIlitary Cccupational Specialty (MXS) sponsor for
MOS 9634. This MOS is received upon successful conpletion of the Information
Warfare curriculumat the Naval Postgraduate School.

(15) Monitors the activities of Marines assigned to the Fleet
Information Warfare Center, the Air Force Information Warfare Center, the
Naval Information Warfare Activity (NIWA), and the Land Infornmation Warfare
Activity to ensure USMC i nterests and requirenents are acknow edged and
addr essed.

(16) Assists the Commandi ng General, Marine Corps Conbat
Devel oprment Command (MCCDC) in devel oping | O doctrine.

b. The Assistant Chief of Staff (ACS) C41 is responsible for
intelligence, counter-intelligence, defense of Marine Corps information
systens, and other related activities in support of 10. The AC/S C41 for 10.

(1) Ensures Marine Forces receive intelligence support

(2) Exercises principal staff cognizance over |A actions which
i nvol ve protecting Marine Corps information systens.

(3) Coordinates with the Defense Information Systens Agency,
Def ense Intelligence Agency, National Security Agency (NSA), and ot her
appropriate DOD agencies on the following 10 matters:

(a) Indication and warning nmethods to identify
potential 10 threats.

(b) Defensive capabilities requirenents and prograns.
(c) Defensive policy devel opnent and vali dati on.

ENCLOSURE ( 1)
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(4) Represents Marine Corps interests in | Aissues of the C2 JWCA
process.

(5) Manages Defense Cryptol ogic Program funded Marine 1O rel ated
pr ogr ams.

(6) Provides personnel to serve as nenbers or observers of boards,
advi sory groups or conmittees external to the Marine Corps which require
representation fromAC S C41 on 10 matters.

(7) Provides personnel to serve as nmenbers of the 10 Worki ng
G oup.

c. The Deputy Chief of Staff for Aviation (DC/S AVN) will exercise the
following 1O related responsibilities:

(1) Exercise principal staff cognizance over aviation 10 systens,
i ncluding requirements, operational capabilities, and acquisition sponsorship.

(2) Monitor the operational enploynent of aviation IO systenms and
make conmments or reconmendations on their adequacy.

(3) Provide personnel to serve as nenbers or observers of boards,
advi sory groups or committees external to the Marine Corps which require
representation frombDC S AVN on 1O matters.

(4) Provide personnel to serve as nenbers of the 10 Wbrki ng G oup.

d. The Deputy Chief of Staff Programs and Resources (DO S P&R) will
exercise the following 1Orelated responsibilities:

(1) Coordi nates USMC i nvol venent in the JWCA process.
(2) Directs, coordinates and supervises Marine Corps programing
activities within the framework of the Planning, Programm ng, and Budgeting

Systemto include 10O requirenents.

(3) Coordinates Marine Corps |10 requirenents to ensure harnony
with the follow ng:

(a) Budget, progranm ng and resource realities.

(b) Defense Planni ng Gui dance and Department of the Navy
Pl anni ng Cui dance.

ENCLOSURE ( 1)
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(c) Unified Conmmanders’ Integrated Priorities List.
(4) Provides personnel to serve as nenbers or observers of boards,
advi sory groups or conmittees external to the Marine Corps which require

representation frombDC S P& on 10 natters.

e. The Deputy Chief of Staff for Manpower and Reserve Affairs (DO S M&RA)
will performactions necessary to support Marine Corps 10 forces and mi ssions.

f. The Deputy Chief of Staff for Installations and Logistics (DC/S 1&L)
will exercise the following IO related responsibilities:

(1) Coordinates with Commander, Marine Corps Systens Conmand
( COMWARCORSYSCOM) for the life cycle support of 10 systens bei ng devel oped for
the Marine Corps.

(2) Providespersonnel to serve as nenbers or observers of boards,
advi sory groups or committees external to the Marine Corps which require
representation frombDC S & on 10 matters.

2. The Conmandi ng General, ©Marine Corps Conbat Devel opnent Comrand wil |
exercise the following 1Orelated responsibilities:

a. Devel op, assess and publish 1O operational doctrine, tactics,
techni ques, studies, concepts, plans, procedures and requirenents.

b. Conduct mi ssion area analysis for all assigned IO nission areas.

c. Ensure that 10 strategy is incorporated in all appropriate
si mul ati ons, nodel s and war ganes.

d. Ensure 10 | essons | earned and m ssion area analysis itens enter the
concept - based requi rements system

e. Establish priorities for acquisition of 1O related equi pment through
t he Program Obj ective Menorandum process.

f. Mnitor the progress of COVARCORSYSCOM i n satisfying 10 equi prment
requirenents.

ENCLOSURE (1)
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g. Ensure Marine Corps personnel are provided continuous and progressive
IO training throughout their careers, by integrating | O concepts and doctrine
in Marine Corps schools and training prograns, and by using courses offered
t hrough the DOD I nterservice Training Review Organi zation Initiative for Joint
| WTraining process. This training will address both offensive and defensive
aspects of 10.

h. Provide personnel to serve as nenbers or observers of boards, advisory
groups or conmttees external to the Marine Corps which require representation
from CG MCCDC on | O natters.

i. Provide personnel to serve as menbers on the 10O Wrking G oup

3. The Commanders, Marine Forces Atlantic, Pacific and Reserves will exercise
the following 10-rel ated responsibilities:

a. Ensure forces are trained in 1O concepts and capabilities and how to
integrate Marine Corps |10 capabilities into JTF operations.

b. Ensure integration of 1O into operations as a conbined arm This
i ncl udes the consideration of 10 during deliberate and crisis action planning
processes.

c. ldentify 10 requirenents (including Mdeling and Sinul ati on, and
education) and submit appropriate mission need statements to CG MCCDC for
val i dati on when a deficiency is determ ned.

d. Develop 10 intelligence requirements that support operational plans.

e. Provide personnel, as required, to serve on the | O Wrking G oup

4. The Conmander, Marine Corps Systems Command will exercise the following 10O
rel ated responsibilities:

a. Conduct research, devel opnent and acquisition activities needed to
satisfy requirenents validated by CG MCCDC for new or upgraded | O equi prment.

ENCLOSURE ( 1)
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b. Identify and eval uate new or inproved technol ogi es and advi se CG MCCDC
of any 10O capabilities, that through the exploitation of these technol ogies,
are achi evabl e.

c. Execute Defense Cryptol ogic Program funded Marine 1O rel ated prograns.

d. Provide personnel to serve as nenbers or observers of boards, advisory
groups or conmttees external to the Marine Corps which require representation
from COMVARCORSYSCOM on | O matters.

e. Provide personnel to serve as nenbers on the 10 Wrking G oup.

5. Commandi ng Officer, Marine Support Battalion will exercise the follow ng
IOrelated responsibilities under the staff cognizance of AC/ S C41

a. Manage Consolidated Cryptol ogi c Program and assi gned Tacti cal
Intelligence and Related Activities funded Marine 10 billets. Specific
responsibilities are:

(1) Coordi nate placenent and relocation of billets with Comrander
Naval Security Group (CNSG, National Security Agency (NSA), and HQVC ( PP&O
and C41).

(2) Coordinate with HQMC (DC/'S MBRA) to ensure qualified Marines
fill the subject billets.

(3) Mnitor the activities of Marines filling subject billets to
ensure Marine Corps interests and requirenents are acknow edged and addressed.

b. Serve as a Marine Corps advisor for I1Orelated matters to CNSG NSA
and the N WA

c. As doctrine proponent for Signals Intelligence, ensure that SIG NT
support to 10 requirements are addressed.

d. Provide representation to the | O Wrking G oup.
e. In coordination with HQMC (PP&0O), serve as a Marine Corps

representative to the |WQuarterly Managenent Revi ew Board at NSA.

ENCLOSURE ( 1)



